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Internet of Things (loT) security |

» Perpetrate attacks on critical Infrastructure

Bricket Bot: Compromised over 10 million loT devices
Mirai Botnet: Targeted DDoS attacks

» Key drivers of attacks 14 Billion 27 Billion
* Highly competitive market space loT -'ﬁ loT
» Very less incentive for security devices' devices!
- Patching vulnerabilities is difficult 2022 2025

* Realtime loT security mechanisms are required

loT Analytics, Market insights for Internet of Things: State of loT 2022



https://iot-analytics.com/number-connected-iot-devices/

Manufacturer Usage Description (MUD) n
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MUD abstracts communication pattern of
an loT device to a MUD profile’

Example MUD profile
"ietf-access-control-list: aclﬁ%?ﬁifiéibgﬁgfﬁc igatterns ACL rulec

"matches” Legitimate -
m?FC Zi . { 9 * Relevant domains Abstracted  qy5e Eth 0x0800
ipva" : { > NTP seryers a MUD pro

"ietfdevice @! ’))m name" ( "te.cc.com" | ‘ Src Port £ N
}s
"tep" @ { loT Device m: D Pl (87_77\
"destination-port" “: { Src IP _~i¢~
“operator” : "eq", Dstip ! te.cc.com\\
“port™ : 8777 \ 44.45.66.44,
}) ~ —_— =

"jetf-mud:direction-initiated" : "from-device"

INational Cybersecurity Center of Excellence (NCCoE) : MUD related Resources 3



https://www.nccoe.nist.gov/mud-related-resources

MUD enforcement ® @ |Il|
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*Combining MUD policies for IDS [ioT s&P’18] | Volumetric attack detection using MUD [SOSR’19] | SoftMUD [NIST, ICN] 4
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Advantages of MUD enforcement at network edge g

« Ease of management
« Managing many CPEs vs few switches at the edge
« Heterogeneity across CPEs is complex to handle

» Reduces overheads of the existing security infrastructure
« Ex: DDoS detection systems, Deep packet inspection

How?



Overhead reduction of DDoS system T
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» Without MUD
« The whole traffic is incident on the DDoS system

* With MUD

« Consider that MUD blocks non-compliant traffic
« DDo0S system monitors only MUD compliant traffic
« Reduction in DDoS system overheads (memory, processing)

Filters

Flow 1 Flow 2 traffic Flow 1
Flow 3 Flow 4 Flow 2 DDoS
loT —% detection Internet
device .))) system

. Flow 1 Flow 2
Without MUD
(Without MUD)| -~ = Flow 4 :




Existing works that enforce MUD
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Clear as MUD (0T saP’18] | Combining MUD policies for IDS [ioT s&P’18]
Volumetric attack detection using MUD [sosr'19] | SoftMUD [NIST, ICN]

X Fragmented across multiple LANs, thus hard to manage On premise
MUD

enforcement

loT security at ISP using NFV [NOMS’20]

X Invokes control plane for every new flow from each loT device
X High resource overhead (processing and bandwidth)



Key idea: Leverage features of P4-based ||.||
Programmable data planes at the network edge e,

Easy to manage and scales well
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However, there are few questions to be answered



Questions to be addressed D
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 How to map an loT device to Use packet marking to
its corresponding MUD? identify loT device in forward
* |ssue: MAC masking, NATIng direction
* How to enforce MUD on Remember forward

reverse traffic (backward)?
* |[ssue: Destinations do not mark
the traffic

connections and perform
lookup on it for reverse traffic

* How to scale to a large number Use space-efficient decision
of loT devices?

T . tree-based data structure to
* Issue: Switch has limited CL
memory resources maintain MUD rules
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* How to map an IoT device to Use packet marking to

its corresponding MUD? identify 0T device in forward
* Issue: MAC masking, NATIng direction

10



loT device identification

« MAC address of loT device is not
visible at the edge

Solution: Use DHCP discover packets
to inform the SDN controller

* |oT device type information is not
available at the edge

Solution: Instruct CPE to mark loT
traffic using the 6-bit DSCP value’

1TR-069 Remote management protocol

6-bits

DSCP Value |

Identification

Time to Live

8-bits

=
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Packet Length

ragment Offset

Header Checksum

Source Address

Destination Address

IP Header

Padding

11


https://ieeexplore.ieee.org/abstract/document/7760832

loT device enrollment @ =D
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« How to enforce MUD on Remember forward
reverse traffic (backward)?

* |[ssue: Destinations do not mark
the traffic

connections and perform
lookup on it for reverse traffic

13



MUD enforcement on backward traffic 1l
« DSCP mark is lost in the @ kuacmqmmmm
backward traffic aecquebribdratithdidoonfiftier

Solution: Keep track of forward loT
traffic in a bloom filter.

P4 Switch
< Dst IP Src
CPEIP | Protocol geSt Dest IP Efe |—> cpg) | Protocel | gy | SrelP
ort Value
' Bloom Hash
Hash Filter

0
® . ®
Modify Bloom Filter Query Bloom filter

14
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* How to scale to a large number Use space-efficient decision
of loT devices?

T . tree-based data structure to
* Issue: Switch has limited L
memory resources maintain MUD rules

15
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Scaling MUD rules at the switch [

Two types of switch memory

« TCAM
« Enables fast parallel search, but the size is small
« Used by default for MUD ACL rules with wildcards (*)

- SRAM
 Relatively abundant (100’s of MBs)
« Supports exact matches

Solution: Use SRAM-based packet classification algorithm

16



Decision tree-based representation 1]

e eI e davmEre
indian Institute of Technology Hyd

Observation: MUD-based ACLs have repeating values

Rule No. typeEth protocol sPort dPort srclP dstiP
1 0x0800 6 * 8777 * te.cc.com
2 0x0800 6 * 80 * www.e.org
3 0x0800 6 * 80 * www.e1.org

Encode DT using a
match-action table
at the switch

It
v

Protocol Dest Port Dest IP 17
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Decision tree in switch match action table 1]
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« Each pipeline stage has some allocated SRAM
» Each decision tree layer can be mapped to a stage

Per-stage SRAM

A
[ \

Protocol Dest Port Dest IP

}
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Match + Action pipeline stages 18



Future Work ]
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« Using DSCP limits support to only 41 loT device types per CPE
Alternative: Better packet marking alternative with CPE support

* Attackers could send spurious MUD URL requests to the controller
Prevention: Explore certificate-based authentication mechanisms like X.509

* Implementation on real testbed

19
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Conclusion

A system design for MUD enforcement at the network edge

« Key benefits:
« Easy to manage different types of local networks
* Reduces resource overheads on the existing security infrastructure

» Key ideas:
« Use packet marking capabilities of CPEs to identify loT device
« Use programmable switch features to scale well

20



