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Internet of Things (loT): Risks

Perpetrate attacks on critical Infrastructure
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Key drivers High competition: Less incentive for security

Patching vulnerabilities is difficult

Real time network based loT security solution

loT Analytics, Market insights for Internet of Things: State of loT 2022



https://iot-analytics.com/number-connected-iot-devices/

Manufacturer Usage Description (MUD)

MUD abstracts communication pattern of
an loT device to a MUD profile!

Example MUD profile

"ietf-access-control-list:acgcessinlistsaic ﬁatterns ACL rule

"mﬁ'FChei" 2 Legltlmate ReIevant domains Abstracted " gy e Eth 0x0800
ipva" : { > NTP s-e-r\Lers a MUD pro
"srotodeT" Protocol 6
)))jn name” &

"ietfdevick v "te cc. com" ] Src Port £+ N
}s ~ ' _Attack
"tep" : | I-i Server IoT Device mi oSt Port (87_77\
"destination-port" ‘: Src IP _~i¢~
"operator" : "eq" >
| P . a Dstip [/ te.cc.com 4
port™ : 8777 \ 44.45.66. 44,
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"ietf-mud:direction-initiated"” : "from-device"

INational Cybersecurity Center of Excellence (NCCoE) : 3


https://www.nccoe.nist.gov/mud-related-resources
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*Combining MUD policies for IDS [ioT s&P’18] | Volumetric attack detection using MUD [SOSR’19] | SoftMUD [NIST, ICN]



Existing Approaches

Enforced inside the local network Enforced at the network edge

Clear as MUD (o7ssr15) | Combining MUD

policies for IDS [loT S&P’18] | Volumetric loT security at ISP USing NFV [NOMS’20]

attack detection using MUD sosr19 |
SoftMUD nisT, icnj Security
— = 7 = ] . Gateway Enforce MUD

Enforce MUD rules in 0. — - is.’ rules at the
local access points and  # . AN network edge
switches [ L 6 gateway

\ 0. infrastructure

Internet
: NN Local i) A

X Heterogeneity of network ™ s —_ Networks —_# X Control plane software modules
dewce.s. - —— — induce latency
X Mobility and rule migration X High CP-DP bandwidth overhead

Not suitable for large loT networks




In this work..

Question

How to scale MUD enforcement to support large loT networks?

Key contribution

We design a data plane primitive to scale MUD enforcement
using P4-based programmable switch



Protocol Independent Switch Architecture (PISA)’

Programmer
declares how the
output packet will

look on the wire

Programmer defines
the tables and the
exact processing

algorithm

Programmer declares
the headers that should
be recognized and their
order in the packet

Programmable Match-Action Pipeline
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Line speed packet- Sufficient Variety of Targets?

processing guarantees programmability

P4.org
20penNetworking.org: link


https://opennetworking.org/wp-content/uploads/2020/12/p4-ws-2017-p4-architectures.pdf

Our approach in a nutshell

4
« Enforce MUD higher up in the '°:T ? AP — poE Internet
network hierarchy. ' 5 7 ; L2 G -
loT AP PoE Switeh ateway

Handles management and mobility overhead

SDN Controller

e We .re_present MUD rules as - 1| MUD profile ACL rulos
decision trees
Match-action
. table rules

 Translated to the switch

match action pipeline 1
<— Match-Action pipeline stages —
Addresses scaling of .f #EE C> EE e [t EE
MUD ACL rules to Packet [ 15 LI 15
thousands of loT — o _
devicesd Tables: sMAC, dMAC, typeEth, proto,

sPort, dPort, srclP, dstIP 8



Scaling on the switch is challenging

TCAM SRAM
Power Hungry Relatively abundant
Matches supported = TypeEth = 0x0800 Matches supported
e Exact Protocol 6 » Exact
o : Src Port
Longest prefix S ——— Problem: MUD Rules
* Ternary Src IP contain ternary

DstIP  44.45.66.44 matches



Key implementation question

Can we design an efficient SRAM-based
classification algorithm that runs entirely in the P4 data plane
so that we can scale MUD enforcement to thousands of loT
devices?

Key Ideas
1. Partition and place MUD rules in SRAM

2. Decision tree representation of MUD rules



Observations

Observation 1: MUD based ACL rules Decision tree-based
contain repetitions in header values SN approach to avoid re- ‘){Q
(e.g., MAC address of the same loT) encoding the repetitions H
Observation 2: MUD ACL rules We emulate ternary
contain only exact or ternary matches matching (%) using SRAM
(*). based operations
Rule No. sMAC protocol sPort dPort srclP dstiP
1 0D:E8:49:46:8E:4D 6 * 8777 * te.cc.com
2 0D:E8:49:46:8E:4D 6 * 80 * www.e.org
3 0D:E8:49:46:8E:4D 6 * 80 ®Ternary Match www.e1.org

Exact Matches

We develop an SRAM-based decision tree packet classification

algorithm that runs entirely in the switch data plane. .




Technical challenges

Challenges Our approach

1. Emulate *’ behavior using purely SRAM- Partition the MUD ACLs to
based operations reduce impact of ‘+’ values
A decision tree approach requires *’ on the size of the ruleset

values to be unfurled.

2. MUD rules of same device types are Identify and encode rules
repeated. of an loT device type only
« Same loT device types have similar once in the decision tree
MUD profiles

3. Map decision tree to the SRAM match Introduce state values to

action pipeline in the switch data plane drive packets through
switch pipeline stages 12



Technical challenges

Challenges Our approach

1. Emulate *’ behavior using purely SRAM- Partition the MUD ACLs to
based operations reduce impact of ‘+’ values
A decision tree approach requires *’ on the size of the ruleset

values to be unfurled.
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Challenge 1: Rule unfurling

Challenge: When using decision tree-based approach using SRAM based
operations, unfurling wildcard values (*) lead to rule explosion

A .
Original MUD ACL Rules T~ Scenarios
H3 Action B C * [A,B,E] Allowed
Rule 1 n| Decisiontree N\ |\ _\ [A,C,E] Allowed

o> >
Rule 2 Allow E |D [A,U,D] Allowed

E(D| D
[A,B,D] not allowed
Rule 3 Allow ﬂ ﬁ u h B

Modified Rules
H1 H2 H3 Action Our approach: Partition the MUD
ACL ruleset to reduce the number

of * values and avoid explosion of
added rules.

Rule 1
Rule 2

Rule 3
Unfurled Rule 1

Unfurled Rule 2

Added
rules

14



Solution: Rule partitioning’
WD S S S S

Forward Traffic 1  94:16:3e:3b:41:cf 0x0800 8899 52.23.33.88
Backward Traffic 2 * 94:16:3e:3b:41:cf  0x0800 6 8899 * 52.23.33.88 *
Forward Traffic 3 94:16:3e:3b:41:cf * 0x0800 17 * 53 * *
Backward Traffic 4 * 94:16:3e:3b:41:cf  0x0800 17 53 & * *
Forward Traffic 5  94:16:3e:3b:41:cf * 0x0800 6 * 9207 * *
Backward Traffic 6 * 94:16:3e:3b:41:cf  0x0800 6 9207 * * *
Local Rules 7 94:16:3e:3b:41:cf * 0x0800 6 49153 & * *
Local Rules 8 * 94:16:3e:3b:41:cf  0x0800 6 * 49153 * x
FT (Forward Traffic) BT (Backward Traffic) LCL (local rules)
Represents traffic originating Represents traffic incoming to Represents traffic that occur
from the device the device between the l0T devices
Represented as a separate Represented as a separate Stored without modification in
decision tree on SRAM decision tree on SRAM the TCAM

SRAM heavy but light on TCAM heavy approach

TCAM

TUNSW MUD Database: MUD Profiles "



https://iotanalytics.unsw.edu.au/mudprofiles.html

Solution: Header partitioning

Forward Traffic

1 94:16:3e:3b:41:cf * 0x0800 6
Partitioned 3 94:16:3e:3b:41:cf * ] 0x0800 17
MUD ACL 5 94:16:3e:3b:41:cf * 0x0800 6
ruleset Backward Traffic
_ 2 94:16:3e:3b:41:cf  0x0800 8899 * 52.23.33.88 *
Approach: Reduce
th h d r f Id 4 o 94:16:3e:3b:41:cf 0x0800 17 53 * o &
€se€ neader fielas 6 * 94:16:3e:3b:41:cf  0x0800 6 9207 * * *
Forward Traffic Backward Traffic
1 94:16:3e:3b:41:cf  0x0800 8899  52.23.33.88 94:16:3e:3b:41:cf  0x0800 8899  52.23.33.88
3 94:16:3e:3b:41:cf  0x0800 17 53 * 4 94:16:3e:3b:41:cf  0x0800 17 53 *

5 94:16:3e:3b:41:cf  0x0800 6 9207 * 6 94:16:3e:3b:41:cf 0x0800 6 9207 *

16



Solution: Wildcard optimization

Forward Traffic (FI)

_ sMAC typEth proto  dPort dstIP Action
 We summarize the patterns

_ /C E E 17 53 . No
observed in the partitioned MUD E E 17 67 * No
ACL rules of all 28 loT devices’. E E 1 * * No

E E 1 * E No

E *v 2 * E Yes

E E 6 *v * Yes

* Only a few cases need to be E E 17 o Yes
unfurled : ; 17 L *Yo Yes

Backward Traffic (BT)
dMAC typEth proto  sPort srclP Action

E E 17 53 * No
E E 17 67 * No
E E 1 * * No
E E 1 * E No
E E 6 *f e Yes
E E 17 *f * Yes

17
TUNSW MUD Database: MUD Profiles



https://iotanalytics.unsw.edu.au/mudprofiles.html

Technical challenges

Challenges Our approach

2. MUD rules of same device types are Identify and encode rules
repeated. of an loT device type only
« Same loT device types have similar once in the decision tree

MUD profiles

18



Challenge 2: Decision tree representation

Observation: MUD-based ACLs have repeating values

loT Device 1 loT Device 2
1 94:16:3e:3b:41:cf 0x0800 8899 52.23.33.88 1 94:16:3e:3b:41:ce 0x0800 8899 52.23.33.88
3 94:16:3e:3b:41:cf 0x0800 17 53 w 3 94:16:3e:3b:41 0x0800 17 53 &
s De. . .C X . De: . .ce X
" Allow | " Allow |

5 94:16:3e:3b:41:cf  0x0800 6 9207 * 5 94:16:3e:3b:41:ce  0x0800 6 9207 *

Decision
Tree

|dentify same loT device types and avoid reencoding their rules

19



Solution: Repoint the nodes

* |dentify loT device type from the
MUD profile.

. MUD URL in DHCP discover helps A
identify same loT device type

* Encode rules of a device type only
once.
* Remove repeated subtree

 Redirect new device node to existing
subtree

Rlile 1 Rule 3 Rule 5

]
! Y 20

Repeated sub tree

Rule 1 Rule 3 Rule 5




Technical challenges

Challenges Our approach

3. Map decision tree to the SRAM match Introduce state values to
action pipeline in the switch data plane drive packets through
switch pipeline stages 21



Programmable

Parser

Challenge 3: Decision tree in data plane

Key Idea: Each decision tree layer is mapped to a stage

Per-stage SRAM
A

thAC typEth Protocol

B = = =

—I= = = =
— = = [ =

B = = =

= = & =

Match + Action pipeline stages
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Solution; State values

Key Idea: Drive a packet through the stages using state values.

Forward Traffic

1 94:16:3e:3b:41:cf  0x0800 8899  52.23.33.88 Decision tree
3 94:16:3e:3b:41:cf  0x0800 17 53 *
5 94:16:3e:3b:41:cf 0x0800 6 9207 e

Match action table

Rule sMAC_ typEth_ typEth_ proto_ dPort_ dPort_ dstIP_ dstIP_
no. exact exact default exact exact default exact default
val ns ¢ val ns ¢ ns ¢ val ns cs val ns c¢s ns c¢s val act cs act
1 ef 1 1 Cl 1 1 D1 F1 1 1 H1 f G
3 1 b2 2 pan e | 2 2 | £
5 2 F3 3 3 f

Rule 1 Rule 3 Rule 5
23



Evaluation

How many loT devices does Switch latency when Switch latency in purely
our approach scale to? scaling loT devices? TCAM approach
For 4480 devices * Min Latency: 364ns * Avg Latency: 290ns
e QOur approach e Max Iatency: 366ns

* 114KB of SRAM
« TCAM based approach

Negligible increase :
* 2.8 MB of TCAM in latency when
scaling
Up to 0.7 million

24



Summary and Future work

* We design a data plane primitive to scale MUD enforcement
using P4-based programmable switch

 Using a decision tree-based design choice, we can scale well

* Future work:
 Primitive to support varied network scenarios
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